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1
Decision/action requested

It is requested to approve the proposal into TS 33.819.
2
References

 [1]
3GPP TR 23.734 Study on 5GS Enhanced support of Vertical and LAN Services
3
Rationale

Time Sensitive Networking (TSN) is a set of standards to define mechanisms for the time-sensitive (i.e. deterministic) transmission of data over Ethernet networks under development by the Time-Sensitive Networking task group of the IEEE 802.1 working group.

According to TR 23.734 [1] (e.g., clause 5.3 Key issue #3, clause 6.6 Solution #6, clause 6.7 Solution #7, clause 6.8 Solution #8, clause 6.9 Solution #9 and clause 6.10 Solution #10), 5GS may integrate with Time Sensitive Networking (TSN). For example, clause 6.8 of TR 23.734 proposes an example for system architecture view with 5GS appearing as TSN bridge (shown below).
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The 5GS may provide multiple interfaces to external services/networks that can be used for TSN integration, such as N5, N6, N33 and N60. The interfaces interact with TSN need to be properly protected.
4
Detailed proposal

*************** Start of Change 1 ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x]
3GPP TR 23.734: "Study on 5GS Enhanced support of Vertical and LAN Services".
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
5.X
Key Issue #X: Protection of interfaces that 5GS interact with TSN
5.X.1 Key Issue details
According to TR 23.734 [x], 5GS may integrate with Time Sensitive Networking (TSN). The 5GS may provide multiple interfaces to external services/networks that can be used for TSN integration, such as N5, N6, N33 and N60. The interfaces interact with TSN need to be properly protected.
5.X.2 Security Threats
In case the interfaces interact with TSN lack confidentiality, integrity and replay protection, it will be possible for an attacker to eavesdrop, modifiy data and replay packets.

5.X.3 Potential security requirements
The interfaces interacting with TSN shall support confidentiality, integrity and replay protection.
*************** End of Change 2 ****************
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